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[57] ABSTRACT 

A transceiver for transmitting and receiving digital data 
is disclosed. The transceiver employs direct sequence 
spread spectrum communications techniques for reduc- 
ing interference among multiple users in a communica- 
tions network environment Each transceiver has a 
transmitter for locking a digital bit stream to a predeter- 
mined spread spectrum chip sequence and carrier sig- 
nal. Frequency of the carrier signal and the chip se- 
quence. Both the carrier signal, the chip sequence and 
the bit stream rate are derived from ah integrally related 
to an accurate reference frequency to facilitate rapid 
acquisition and decoding of the signal by another trans- 
ceiver. To provide for multiple communications chan- 
nels on a single transmission medium, means for produc- 
ing selectable carrier frequencies and/or selectable 
spreading sequences are included. The transceiver also 
has a receiver portion for acquiring and decoding a 
transmitted and direct sequence spread spectrum signal 
to recover the digital bit stream using the spread spec- 
trum chip sequence and carrier signal. 

11 Claims, 13 Drawing Sheets 
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TRANSCEIVER PROVIDING SELECTABLE 
FREQUENCIES AND SPREADING SEQUENCES 

CROSS-REFERENCE TO RELATED 5 
APPLICATIONS 

The present application is a continuation-in-part 
(CIP) application of Ser. No. 07/328,058, filed Mar. 23, 
1989, which application is assigned to the assignee of 
the present invention, now U.S. Pat. No. 4,979,183. 10 

FIELD OF THE INVENTION 

The present invention relates to the field of spread 
spectrum communications systems, particularly where 
such systems are utilized for communicating between 15 
intelligent cells in a network providing sensing, control - 
and communications. 

BACKGROUND OF THE INVENTION 

There are a number of commercially available prod- 20 
ucts which provide sensing, control and communica- 
tions in a network environment. These products range 
from elaborate systems haying a large amount of intelli- 
gence to simple systems having little intelligence. By 
way of example, such a system may provide control 25 
between a light switch and a light. When the light 
switch is operated, a digital code pattern is transmitted 
by one cell over power lines or free space and is re- 
ceived by another cell at the light. When the code is 
received, it is interpreted and subsequently used to con- 30 
trol the light. Such a system, comprising a network of 
intelligent cells in which the cells communicate, control 
and sense information, is described in a pending U.S. 
patent application entitled, "Network and Intelligent 
Cell for Providing Sensing, Bidirectional Communica- 35 
tions and Control**, Ser. No. 119,330, filed Nov. 10, 
1987, which application is assigned to the assignee of 
the present invention. 

The transmitting and receiving of digital data is nor- 
mally handled by a series of transceivers each of which 40 
is connected to an individual cell of a network. These 
transceivers may communicate with one another in 
numerous different ways over countless media and at 
any baud rate. They may, for example, each transmit 
and receive radio frequency (RF) or microwave fre- 45 
quency signals through antennas. The transceivers 
could be connected to communications lines, such as an 
ordinary twisted pair or fiber optic cable and thus com- 
municate with one another independent of the power 
lines. Other known communication media may be em- 50 
ployed between the transceivers such as infrared or 
ultrasonic transmissions. Typical transmission rates are 
10K bits per second (KBPS) for power lines. Much 
higher transmission rates are possible for radio fre- 
quency, infrared, twisted pairs, fiber optic links and 
other media. 

Power lines and RF are. among the noisiest and 
crowded communications media available. The home 
or indoor office environment, where intelligent net- 
works are typically located, is especially hostile to 
power line and RF communication, presenting prob- 
lems of multi-path fading and multi-user interference. 
For reliable operation in these environments it is neces- 
sary that the communications system resist external 
interference, operate with a low-energy density and 
provide multiple-access capability without external 
control. In other applications, it may even be necessary 
to prevent unauthorized receivers from observing the 
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messages. Spread spectrum communication techniques 
offer one solution to these aggravating problems. 

Spread spectrum provide a means for communicating 
by purposely spreading the spectrum of the communi- 
cations signal well beyond the bandwidth of the un- 
spread signal. Motivation for using spread spectrum 
signals is based on the following facts: (1). These systems 
have the ability to reject unintentional jamming by 
interfering signals so that information can be communi- 
cated; (2) Spread spectrum signals minimize interfer- 
ence with competing users since the power transmitted 
wave is spread over a large bandwidth of frequency 
extent; (3) Since these signals cannot be readily demod- 
ulated without knowing the code and its precise timing, 
message privacy is attained; (4) The wide bandwidth of 
the spread spectrum signals provides tolerance to multi- 
path, i.e., reflected waves take longer toarrive at the 
receiver than the direct desired signal; and (5) Multiple 
access or the ability to send many independent signals 
over the same frequency band is possible using spread 
spectrum techniques. 

Systems employing spread spectrum methods to com- 
municate in a secure and non-interfering manner are 
well-known in the art. They include such systems as the 
space shuttle, the tracking and relay satellite system, 
Milstar and numerous military communications sys- 
tems. Many of these systems use a frequency-hopping 
technique similar to that described in U.S. Pat. No. 
4,222,115 of Cooper et al. One of the drawbacks, how- 
ever, in using spread spectrum communication tech- 
niques is that they often require elaborate, complex and 
expensive circuitry. Certain types of spread spectrum 
systems, such as direct sequence spread spectrum, also 
suffer from prohibitively long acquisition and decoding 
times. Since a direct signal and noise, and, in particular, 
since the incoming signal is a data modulated carrier 
that is spread by a pseudonoise sequence, synchroniza- 
tion between the transmitter and receiver is often trou- 
blesome. 

Many attempts have been made to overcome these 
shortcomings. For instance, U.S. Pat. No. 4,653,076 of 
Jerrim et al., teaches synchronizing the receiver and 
transmitter to a common 60 Hz power line. Jerrim et al., 
also suggests the use of a master/slave arrangement 
wherein the transmitter may act to produce a master 
timing signal that is sent along with the data to the 
receiver (e.g. slave). 

In another approach, U.S. Pat. No. 4,351,064 of 
Ewanus uses a tracking reference oscillator which su- 
perimposes a timing signal onto the carrier to maintain 
synchronization. Alternatively, U.S. Pat. No. 4,481,640 
of Chow teaches splitting a serial digital input signal 
into odd and even bit data streams, each encoded with 
its own synchronous bit timing. U.S. Pat. No. 4,672,658 
of Kavehrad et al., discloses a direct sequence spread 
spectrum system using a first separate unique chip se- 
quence pattern for information communication and a 
60 second common chip sequence pattern for call-setup in 
a wireless PBX network. 

Other more radical configurations have also been 
tried. For example, U.S. Pat. No. 4,759,034 of 
Nagazumi discloses a system using at least two pseudo- 
65 noise generators for producing two separate pseudo- 
noise signals having a predetermined relationship. U.S. 
Pat. No. 4,703,474 of Foschihi et al. teaches a method of 
synchronization in which the user first communicates 
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synchronization information using a narrowband signal 
prior to transmission of the actual spread spectrum data. 

Each of the above-mentioned spread spectrum ap- 
proaches still suffer to a large extent, from excessive 
cost and complexity. Therefore, what is needed is a 5 
simple spread spectrum communications system which 
is useful for transmitting and receiving data in a net- 
work of intelligent cells which provide sensing, control 
and communications. In addition, the system should- 
minimize interference with competing users allowing 1° 
multiple access over the same frequency band. 

As will be seen, the present invention provides a 
simple, low-cost means of providing spread spectrum 
communication which is ideally suited for use in a dis- 
tributed network environment. The system of the pres- 15 
ent invention employs a direct sequence spread spec- 
trum technique which is characterized by rapid acquisi- 
tion and decoding of a transmitted message and high 
immunity from interfering signals. In addition, means 
are provided for separating channels by using selectable 
frequencies and selectable spreading sequences to pro- 
vide for multiple communications channels on a single 
transmission medium. 

SUMMARY OF THE INVENTION 25 

A transceiver for transmitting and receiving digital 
data in a network environment is described. The trans- 
ceiver includes both transmitter and receiver sections. 
The transmitter section is used for encoding a digital bit 3Q 
stream to a direct sequence spread spectrum signal. The 
direct sequence spread spectrum signal is then transmit- 
ted to another transceiver within the network. Specifi- 
cally, the transmitter of the present invention locks the 
digital bit stream, a predetermined spread spectrum 35 
chip sequence and a carrier signal using binary phase 
shift keying modulation techniques. The frequency of 
the carrier signal, chip sequence and the bit stream are 
all derived from, and integrally related to, an accurate 
reference frequency. The reference frequency is pro- 40 
duced by a crystal oscillator circuit. By deriving and 
relating the encoding signals in this manner, the re- 
ceiver section of the transceiver can rapidly acquire and 
decode the transmitted signal. 

The transceiver also includes circuit means for modi- 45 
fying the pseudonoise chip sequence to provide select- 
able spreading sequences for multiple communications 
channels on a single transmission medium. Additional 
means for providing selectable carrier frequencies may 
also be incorporated into the transceiver in an alterna- so 
tive embodiment. 

The receiver portion of the transceiver includes an 
integrate and dump filter having in-phase and quadra- 
ture phase detector circuits. The outputs of each of 
these phase detector circuits are coupled to a linear 55 
correlator for despreading of the chip sequence and 
recovery of the digital data stream. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will be understood more fully 60 
from the detailed description given below and from the 
accompanying drawings of the preferred embodiment 
of the invention, which, however, should not be taken 
to limit the invention to the specific embodiment but are 
for explanation and understanding only. 65 

FIG. 1 illustrates a typical application of the trans- 
ceiver of the present invention within a communica- 
tions network having distributed intelligence. 
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FIG. 2 is a block diagram representation of the trans- 
ceiver of the present invention. 

FIG. 3 illustrates the binary phase shift keying modu- 
lator of the present invention. The modulator of FIG. 3 
is designed for direct sequence spread spectrum trans- 
mission over power lines. 

FIG. 4 shows the details of integrate and dump Miter 
36 and correlator 37 in block diagram form. 

FIG. 5 depicts a sample autocorrelation function 
response of a demodulated receive signal and a locally 
generated FN code replica. 

FIG. 6 illustrates the amplitude response versus phase 
relationship of the in-phase and quadrature phase detec- 
tors which comprise the integrate and dump filter of the 
present invention. 

FIG. 7 is a portion of a sample timing diagram illus- 
trating the encoding and decoding relationships be- 
tween the various component signals of the direct se- 
quence spread spectrum signal. The capital letters de- 
note the corresponding nodes in FIG. 2 where each 
signal is produced. 

FIG. 8 is a circuit schematic of the bandpass filter and 
hardlimiting amplifier of a preferred embodiment of the 
present invention. 

FIG. 9 is a logic diagram showing the integrate and 
dump fdter of the currently preferred embodiment of 
the present invention. 

FIG. 10 is a state diagram illustrating the system lock 
characteristics of the present invention. 

FIG. 11 is a block diagram of a portion of the track 
logic and data recovery unit of the present invention. 

FIG. 12 illustrates the time progression relationship 
of the late chip and early chip to the final chip and 
mid-chip. 

FIG. 13 illustrates an improved correlator which 
provides means for modifying the spreading sequence. 

FIG. 14 show a functional block diagram of the car- 
rier and chip counters needed to provide for multiple 
frequency operation. 

FIG. 15 is the currently preferred embodiment of the 
3-modulo (1/2/4 modulo) counter stage of FIG. 14. 

FIG. 16 is a state diagram of the counter of FIG. 15. 

DETAILED DESCRIPTION OF THE PRESENT 
INVENTION 

A transceiver employing direct sequence spread 
spectrum techniques is described. The transceiver con- 
tains a transmitter section for encoding a binary bit 
stream onto a direct sequence spread spectrum signal, 
and a receiver section for acquiring and decoding a 
transmitted signal. The transceiver is particularly well- 
suited for communicating information in a network 
environment in which it is necessary to reject broad- 
band interference in a transmission media accommodat- 
ing many independent users. 

In the following description, numerous specific de- 
tails are set forth, such as specific chip codes, frequen- 
cies, etc., in order to provide a thorough understanding 
of the present invention. It will be obvious, however, to 
one skilled in the art that these details are not required 
to practice the invention. In other instances, well- 
known circuits, methods and the like are set forth in 
block diagram form in order not to unnecessarily ob- 
scure the present invention. 
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and the locally generated carrier likewise is not exactly 
I. Overview of the Communications System of the m phase with the rece i ve d carrier). 

Present Invention j t should be obvious that the five attributes of spread 

Before describing the present invention in detail, an spectrum systems discussed above apply in this direct 
understanding of the direct sequence spread spectrum 5 sequence pseudonoise spectrum system. Suppose an 
(DS/SS) communication technique embodied in the unmodulated tone of the carrier frequency is present in 
present invention will aid in appreciation of the details the receiver along with the spread signal of the above 
to follow. equation. Then, in the pseudonoise code despreading 

Direct sequence modulation is characterized by process, the undesired tone is multiplied by the local 
phase modulating a sine wave or pulse train by an un- 10 pseudonoise code thereby spreading its spectrum to a 
ending string of pseudorandom or pseudonoise (PN) bandwidth 2/IV However, the received signal is col- 
code chips. This unending string is typically based on a lapsed to a bandwidth of 2/T A so that the data detector 
pseudonoise code itself consisting of an apparently ran- only sees a small fraction of the onginal tone energy. By 
dom sequence of code chips that repeats every pseudo- ™*king * e Processing gain t ( = TVT C ) much greater 
noise code period. A pseudonoise code modulated sig- 15 than . the . efficiency of the DS/SS system of the pres- 
nal to be transmitted can be characterized by the equa- «* "jvention in rejecting unwanted interference is en- 
below- hanced. The currently preferred embodiment of the 

present invention has a processing gain of 63 (this num- 
ber actually represents a design choice which, in many 
i j P 20 cases, is governed by FCC regulations and system re- 

5( ' >== \li? xW«i)eo** + ©> quirements). 

II. Discussion of the Currently Preferred Embodiment 

Where P is the transmitted power, PN(t) represents the 

spectrum spreading pseudonoise code. D(t) is the data Referring to FIG. 1, a typical application of the trans- 
sequence which is unknown to the receiver and con- 25 ceiver of the present invention within a commumca- 
tains the information to be communicated bit by bit. network is shown. The communications network 

Omega (o>) is the radian frequency and theta (G) is the contains a plurality of intelligent neuron cells. The neu- 
chase ron cells ' in 8 enera5 » being programmable single chip 

Both the data and the pseudonoise code are muiti- remote Z™ 1 ™ 1 * "fj communication devices 

plied by the carrier, cos (art +G). This modulation » that-when interconnected (via various transceivers) 
method is called phase shift keying. Alternatively, a with other neuron ceUs-have distributed sensing, corn- 
binary pulse train having radian frequency v and phase munication cont^l and network configuration mteili- 
e can be used as the carrier instead of a sinusoidal configuration and control, 

waveform, in which case the modulation method is „ Groups of ne £ on 

. . • ' _ . - ft . . /npcirs lf Xt 35 particular functions. Some cells, by way of example, 

called binary phase shift keying (BPSK) If T b repre- £ between a light switch and a light, 

sents the duration i of a bit then typically ^ * J switch . * neurQn ^ n * rQ _ 

a pseudonoise code chip T f is much smaller than T, so vides a d - ^ co<Je ^ ^ Une 22 to ttaxisceive ? 20 . 
that many chips occur during one bit Both data, D(t). Neufon * eU 21 ^ * vides a transmit and receive 

a?d*f Pf"^ 40 signal (as shown by the label XMIT/RCV in FIG. 1) 

0- or 180- according to whether PN(t)xD(t) is +1 or ^ ng ^ ^ Tran s Ceiver 20 also receives a reference 

1" frequency input along line 25 from crystal resonator 24. 

For the receiver to function, it must align the re- ^ reference frequency is used by transceiver 20 to 
ceived pseudonoise code to the local PN generator generate the carrier frequency which is used for trans- 
timing. This is accomplished in two distinct steps: acqui- 45 m j ss i on Q f data 

sitton and tracking. Acquisition is the searching phase Within a ^ ven networkf the reference frequency wUl 
where the receive signal is demodulated to remove the ai ways be approximately the same since identically 
carrier signal. Since the carrier signal for both the re- spe cified crystals will be used from transceiver to trans- 
ceiver and transmitter sections of the transceiver are ceiver. This means that the carrier frequency produced 
derived from a common reference frequency, the re- 50 between any two given transceivers within the network 
ceived signal and the locally generated carrier have wiWi always be very nearly the same (discounting small 
about the same frequency. Phase alignment is achieved deviations within the tolerance specifications of the 
by utilizing a dual phase detector approach, each phase crystals). A standardized carrier frequency obviates the 
detector being offset from one another by 90*. need for complicated schemes and circuitry ordinarily 

Once the carrier signal is removed from the received 55 used by receivers to detect receive signal frequency, 
(i.e., demodulation) signal, the decoding process begins. Because a search over a broad range of frequencies is 
Decoding involves correlating the demodulated re- not required, the receiver portion of the present inven- 
ceived signal with the locally generated chip code. . tion can quickly acquire and decode the receive signal. 
When code alignment is close the correlator output Once transceiver 20 receives the digital message from 
becomes large. Positive correlation corresponds to a 60 neuron cell 21, it encodes the message and transmits the 
positive, or "1", data bit while negative correlation coded pattern along line 26 which is coupled to a trans- 
corresponds to a negative, or "0", data bit. A bit syn- mission media — in this case a power line — using an 
chronizer provides bit timing for the data bit sequence appropriate coupling network. If the power line is cbm- 
thereby determining whether positive unit bit pulse or a prised of more than two wires, any two wires from the 
negative bit pulse was transmitted. This bit sequence 65 set of wires may be used, but the same two wires from 
determines the message being sent. (This discussion is the set should be used for all transceivers expected to 
somewhat oversimplified since the reconstructed PN mutually communicate, unless bridging networks are 
code is never perfectly aligned with the receive code installed to transfer the signal swiftly among wires. In 
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some instances, noise, safety consideration, or impe- 
dance levels may cause a particular pair to be preferred. 
The coupling network shown in FIG. 1 consists of a 
transformer and AC coupling capacitors CI and C2. 
When operating in the receive mode, transceiver 20 5 
receives coded data along line 26. Transceiver 20 then 
acquires and decodes the received signal, providing the 
digital bit stream message to neuron cell 21 along data 
path 22. 

The transceivers may communicate with one another 10 
in numerous different ways over countless media at any 
baud rate. They may, for example, each transmit and 
receive radio frequency or microwave frequency sig- 
nals through antennas. The transceivers could also be 
connected to communications lines, such as an ordinary 15 
twisted pair or fiber optic cable and thus communicate 
with one another independent of a power line. 

FIG. 1 illustrates one application which utilizes a 
power line transmission media and a transformer cou- 
pling scheme. The components CI and C2 provide 20 
some tuning for the carrier current waveform. Certain 
specific power line applications may be arranged differ- 
ently. Other known communications media may also be 
employed between the transceivers — such as infrared or 
ultrasonic transmissions. Typical transmission rates are 25 
lOK-bits per second (KBPS) for power lines. Much 
higher transmission rates are possible for radio fre- 
quency, infrared, twisted pairs, fiber optic links and 
other media. 

FIG. 2 shows a block diagram of the transceiver of 30 
the present invention. Ordinarily, all of the component 
sections of transceiver 20 are integrated in a single semi- 
conductor circuit The resonator for clock generator 24 
and the coupling network is provided to transceiver 20 
as discrete elements, normally incorporated on a printed 35 
circuit board and mounted adjacent to the transceiver 
integrated circuit. The resonator for clock generator 24 
comprises a commercial quartz crystal that resonates at 
a characteristic frequency which preferably ranges any- 
where between 10 to SO megahertz and is distributed to 40 
logic elements as required to establish synchronous 
transitions of sequential logic. Currently, the present 
invention utilizes a 20 MHz quartz crystal. Circuit 24 
provides an accurate and stable reference frequency to 
carrier frequency divider 32 and chip frequency divider 45 
30 along line 25. 

As manufactured, quartz crystal resonators have a 
very high degree of accuracy, usually deviating no 
more than 0.02% from their characteristic frequency. A 
very tight crystal tolerance means that the reference 50 
frequency will be approximately identical for various 
transceivers across a network. A stable, accurate refer- 
ence frequency also provides a means for the receiver 
portion of transceiver 20 to acquire and lock onto a 
receive signal without having to hunt for the signal 55 
across various frequency bands. In other words, rapid 
acquisition and demodulation of the received direct 
sequence spread spectrum signal can be achieved since 
the receiver already is provided with the frequency of 
the transmitted signal. Furthermore, assuming that all 60 
transceivers within a network are subject to the same 
environmental conditions (i.e., temperature, humidity, 
noise, etc.,), frequency deviations caused by these con- 
ditions will track each other for each of the crystals 
associated with the transceivers. Thus, a narrow toler- 65 
ance on the reference frequency is one reason that the 
present invention is characterized by a rapid capture 
time. 
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Carrier frequency divider 32 is used to generate the 
carrier signal which attaches to the information during 
the process of modulation. As shown in Figure, carrier 
frequency divider 32 comprises a binary counter which 
is clocked by the reference frequency along line 25. In 
this arrangement, the carrier is derived directly and 
integrally from the crystal reference. The carrier fre- 
quency is output onto line 33 which is coupled to binary 
phase shift keying (BPSK) modulator 29, quadrature 
generator 63 and inphase detector 61. The carrier signal 
is also provided to track logic and data recovery unit 38 
along line 40. Twice the carrier frequency is coupled on 
line 27 to quadrature generator 63 for developing a 
quadrature signal for the integrate and dump filter of 
the receiver portion of transceiver 20. 

Clock generator 24 also provides a reference fre- 
quency to chip frequency divider 30, also comprising a 
binary counter, for developing the appropriate clock on 
line 31 for PN generator 39. Thus, PN generator 39 
produces a chip sequence which is integrally derived 
from and integrally related to the crystal reference. 

For transmission along power lines, the carrier fre- 
quency of the currently preferred embodiment is ap- 
proximately 2.5 megahertz and the crystal resonator 
reference frequency is approximately 20 megahertz. 
The chips are generated at a rate of 4 carrier cycles per 
chip. By having a crystal which oscillates at a frequency 
8 times greater than that of the carrier, additional pulses 
may be added to divider 32 during the receive mode 
process in which data is synchronized to the pseudo- 
noise chip sequence. Higher frequency signals are also 
used for certain timing relationships within the integrate 
and dump filter, as will be discussed below. Bit synchro- 
nization is provided by data recovery unit 38. This 
aspect of the invention will also be discussed in more 
detail later. 

Data is provided to transceiver 20 along line 60, 
which is shown in FIG. 2 being coupled to BPSK mod- 
ulator 29. The data is shown as being synchronous with 
the PN generator. Alternatively, a data FIFO may be 
used to store the data as it is provided to the transceiver. 
For this configuration an extra clock signal would be 
provided to load the data bit stream of the binary mes- 
sage to be encoded. The size of the FIFO would be 
determined by the maximum discrepancy which might 
occur between the data rate on line 60 and the PN 
pattern rate. If the discrepancy is large, the FIFO must 
be made large enough so as to insure a steady stream of 
data to modulator 29 without interruption or vacancies. 
If the data rate is not guaranteed to excede the PN rate, 
the user would normally load the FIFO with the binary 
message until it is one-half full prior to the time trans- 
mission begins. Thus, when configured with a FIFO, 
the present invention synchronizes the bit stream to the 
PN generator in an integral relationship. In the cur- 
rently preferred embodiment of FIG. 2, i.e. t shown 
without a FIFO, synchronization is provided by neuron 
21. 

As previously mentioned, divider 32 also provides a 
separate carrier signal along line 33 to in-phase detector 
61 of the integrate and dump filter portion of the re- 
ceiver. This carrier signal is used during the demodula- 
tion process wherein the received DS/SS signal is mul- 
tiplied by the carrier. Also connected to carrier fre- 
quency divider 32 is line 35 produced by track logic and 
data recovery unit 38. During tracking, the track logic 
portion of unit 38 produces a signal on line 35 which 
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alters the phase of divider 32 to maintain precise align- 
ment of the receive signal and the carrier. 

FIG. 2 also illustrates transmit/receive 
(XMIT/RCV) signal 17 coupled to unit 38 and power 
amplifier 28. The transmit/receive signal is provided by 
the associated neuron cell and indicates to the trans- 
ceiver what mode to operate in; either as a transmitter 
or a receiver. For example, if the transceiver is to oper- 
ate in receive mode, then power amplifier 28 will be 
deactivated by line 17; setting it to a high impedance 
state. Carrier divider 32 will then produce a carrier 
clock pulse signal (which is identical in frequency to 
that of the transmitted carrier) to the receiver portion of 
transceiver 20. XMIT/RCV signal is also coupled to 
unit 38 to control buffer 18 after acquisition. Buffer 18 is 
connected to line 60 to similarly control the flow of 
information along these lines during transmit and re- 
ceive cycles. 

In the receive mode, divider 32 accepts phase adjust- 
ment signals along line 35 from track logic and data 20 
recovery unit 38. If a phase error is detected between 
the received DS/SS signal and the local carrier phase, 
data recovery unit 38 sends an appropriate signal along 
line 35 to carrier generator 32 instructing it to either 
skip or add pulses to the pulse train. This technique is 25 
commonly referred to as "pulse stuffing" and insures 
that the carrier is in alignment with the received DS/SS 
signal. 

FIG. 2 also shows pseudonoise generator 39 receiv- 
ing a clock input along line 31. Pseudonoise generator 30 
39 uses the integrally divided reference signal to derive 
a PN code, also referred to as a PN sequence. In the 
currently preferred embodiment, four carrier pulses 
comprise a single chip — a chip being the smallest time 
increment in the PN sequence. The total bit time period 
consists of the chip duration times the number of chips 
per sequence — which in the case of the currently pre- 
ferred embodiment is 63 time chips long. The PN chip 
sequence produced is periodic in that it repeats itself 
after some period of time. 40 

The output of generator 39 appears on line 43 as a 
steady stream of pseudorandom chips; the duration of 
each chip being much shorter than the bit time. The 
chip sequence is also provided to data recovery unit 38 
along line 58 to be used in data recovery and bit syn 
chronization. (The terms direct sequence and pseudo- 
noise are used interchangeably within this application 
and no distinction is made between them.) Optimally, 
pseudonoise generator 39 comprises a maximal-length 
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45 



hundred. However, there are certain advantages in 
making chip duration equal to a small integer number of 
carrier pulses (e.g., less than 10). In integrally relating 
the chip sequence and the carrier signal the two signals 
are said to be "locked".. Locking of the carrier signal to 
the chip sequence, and also to the data bits, helps to 
reduce total capture time of the transmitted signal when 
the transceiver is operating in the receive mode. Where 
the constituent signals of the DS/SS transmission are 
not integrally related derivatives of the crystal fre- 
quency the receiver must go through arduously com- 
plex acquisition and decoding operations. Locking also 
results in an improved signal-to-noise ratio. 

Other spread spectrum communications systems 
which rely on covert communications typically use 
very long chip sequencces that are non-integrally re- 
lated to the carrier in order to prevent intrusion upon 
their signal. By making the chips, the carrier and the 
bits mutually integrally related, acquisition and decod- 
ing times are decreased since only one timing derivation 
needs to be performed. 

BPSK modulator 29 performs the modulation of the 
data with the carrier signal and with the pseudonoise 
sequence of chips. For power line transmissions, modu- 
lator 29 can be implemented using a pair of EXCLU- 
SIVE-OR gates 48 and 49 as shown in FIG. 3. The 
EXCLUSIVE-OR gate has the property such that 
when one input is true, the output produced is the in- 
verse of the other input. Therefore, if the data bit on line 
60 is a "1", or true, then the output of EXCLUSIVE- 
OR gate 49 will simply be the inversion of the chip 
sequence present on line 43. On the other hand, if the 
data bit present on line 60 is a "0", or false, then the chip 
sequence on line 43 will be unaltered and pass through 
EXCLUSIVE-OR gate 49 to appear on line 45. At this 
point, the encoded data present on line 45 is said to be 
direct sequence spread. EXCLUSIVE-OR gate 48 sub- 
sequently modulates the spread signal on line 45 with 
the carrier signal provided on line 33. The resulting 
DS/SS signal is produced on line 44 which is coupled to 
the input of power amplifier 28. 

The relative relationships of the data bit stream, the 
chip sequence and the modulated DS/SS signal are 
shown in the timing waveform of FIG. 7. Waveform A 
of FIG. 7 represents a single bit of data, while wave- 
form B illustrates one portion of a possible chip se- 
quence. Capital letters A and B are also labelled on lines 
60 and 43, respectively, of FIG. 2. Waveform C, la- 
belled on line 44 of FIG. 2, represents the DS/SS signal 



shift register having very desirable autocorrelation 50 generated using a carrier running at 4 times the chip 
properties. A sample PN code, which may be taken 
from any stage of the shift register, is provided in appen- 
dix I. 

One of the key aspects of the present invention is that 
the PN chip sequence produced by generator 39, as well 55 
as the carrier clock produced by divider 32, are derived 
from, and integrally related to, the clock reference pro- 
duced by generator 24. As is currently implemented in 
the present embodiment, there are four carrier pulses 



rate. 

Power amplifier 28 may have a variety of embodi- 
ments depending on the nature of the transmission me- 
dia. For instance, it may simply consist of a series of 
ordinary logic devices having output characteristics 
which enable the transmission of the DS/SS signal 
along ordinary power lines. Of course, where other 
transmission media are used (e.g., RF, or microwaves) 
power amplifier 28 and BPSK modulator 29 must corn- 



produced for each chip and 63 chips in a chip sequence 60 prise circuitry that is capable of operating and transmit- 



for each bit of the data stream. Of course, the number of 
chips in a chip sequence may vary according to the 
level of interference rejection desired. Having more 
chips for each bit increases the rejection of unwanted 

interference and increases the level of privacy of the 65 receive signal is provided to amplifier 52 on line 26. 
communication. Referring again to FIG. 2, the receiver portion of 

Similarly, the number of carrier pulses produced for transceiver 20 may now be described in more detail, 
each chip may range anywhere from one to several Initially, the received DS/SS signal is delivered to lim- 



ting at elevated frequencies. Power amplifier 28 is con- 
nected to coupling network 34 via line 26. Network 34 
acts as a transmission interface between the transceiver 
and the transmission media. During a receive cycle, the 
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iting amplifier 52. Amplifier 52 includes a filter which is 
designed to eliminate spectral noise at both high and 
low frequencies. As shown in FIG. 8, limiting amplifier 

52 of the currently preferred embodiment comprises an 
operational amplifier 80, with resistors 86 and 85 se- 
lected so as to provide about 20 dB gain. Capacitor 84 
provides AC coupling with the received signal and 
functions to filter out low frequency noise. The feed- 
back portion of opamp 80 also includes cross-coupled 
diodes 103 and 104 and inductor 102. The negative 
input of operational amplifier 80 is coupled to a voltage 
reference, V re /, through resistor 87. Voltage V«/ is es- 
tablished to be the midpoint voltage of the operational 
amplifier. 

Limiting amplifier 52 also comprises a pair of opera- 
tional amplifiers 81 and 82 with their associated circuit 
elements. The feedback path of amplifier 81 contains a 
parallel connection of resistor 92, diodes 91 and 90 and 
inductor 88. Amplifier 82 includes parallel feedback 
elements 99, 98, 97 and 93 (also comprising a resistor, 20 
two bi-directionally coupled diodes and an inductor). 
By way of examples, a IN6263 diode, or its equivalent, 
may be used in the embodiment of FIG. 2. These ampli- 
fiers are designed to limit the amplitude of the incoming 
DS/SS signal to a certain amplitude range as well as 25 
provide approximately 20 dB of gain in each stage. 
Amplifiers 81 and 82 are also referenced to voltage 
reference V«/through resistors 95 and 96, respectively. 
Amplifier 81 is coupled to amplifier 80 through resistor 
89 and to amplifier 82 through resistor 94. 

The output of amplifier 82 is coupled to voltage com- 
parator 83 through AC coupling capacitor 100. The 
other input of voltage comparator 83 is coupled to V„f 
through resistor 101. Feedback and gain for comparator 
83 are established via resistors 105 and 106. The output 35 
signal produced by comparator 83 on line 53 is gener- 
ally a noise-free, digital DS/SS signal having uniform 
rise and fall times and a uniform amplitude. Ideally, if 
there is no additional noise present, the received signal 
on line 53 would closely correspond to the signal which 40 
was transmitted. 

The output of limiting amplifier 52 is coupled via line 

53 to the integrate and dump filter portion of the re- 
ceiver, comprising inphase detector 61 and quad detec- 
tor 62. Inphase detector 61 also receives a carrier clock 45 
signal along line 33. This clock signal has the same 
frequency as the carrier component of the transmitted 
DS/SS signal Because the transmitted DS/SS signal is 
already in frequency synchronization with the local 
oscillator (i.e., carrier pulse train provided on line 33), 50 
the receiver only needs to phase align the incoming 
signal with the carrier for proper demodulation. Phase 
demodulation is one of the functions of detectors 61 and 
62. 

FIG. 4 shows the integrate and dump filter compris- 55 
ing an inphase detector 61, a quadrature detector 62 and 
a quadrature generator 63. Quadrature generator 63 
receives as its inputs a carrier signal on line 33 and a 
signal at twice the carrier on line 27. Both of these 
signals are produced by carrier frequency divider 32. 
The output of generator 63 is a pulse train running at the 
carrier frequency but shifted by 90* relative to the sig- 
nal on line 33. Generator 63 may be implemented in a 
variety of ways. The present invention simply uses an 
EXCLUSIVE-OR gate. 

Each of the phase detectors 61 and 62 includes a 
counter which accumulates the phase demodulated 
signal of the received carrier. However, in the case of 



60 



65 



quad detector 62 the phase of the input carrier along 
line 64 is shifted by 90°. The clock waveforms associ- 
ated with the inphase and quad detectors 61 and 62 are 
shown in FIG. 7 as waveforms D and E, respectively. 
Waveform C of FIG. 7 may represent the input DS/SS 
signal to limiting amplifier 52 along line 26. 

During acquisition and decoding, the clock pulse 
trains associated with the counters of phase detectors 61 
and 62 are multiplied by the limited DS/SS signal ap- 
pearing on line 53. If the receive signal is in phase with 
the pulse train of a given detector, then the carrier 
component of the received DS/SS signal will be fully 
demodulated, leaving only the chip sequence to be de- 
spread from the data. However, if the receive signal is 
exactly 90 s out of phase with the counter, then the 
receive signal will go undetected. To eliminate the pos- 
sibility of an undetectable transmitted signal, the present 
invention utilizes dual phase detectors that are offset 
from each other by 90°. 

FIG. 6 shows a plot of signal amplitude versus phase 
for the outputs of both the inphase and quadrature 
phase detectors. The inphase detector signal is shown 
by a solid line and the quadrature detector signal is 
shown by a dashed line. As can be seen in FIG. 6, the 
worst case amplitude response is 50% of the maximum 
and occurs at either the 45° or 225* point. During opera- 
tion, the integrate and dump filter samples the product 
of the received DS/SS signal and the locally generated 
carrier signal; recreating a representation of the original 
chip sequence. This is shown in FIG. 7 by way of exam- 
ple, where waveforms C and D are aligned and wave- 
form F, corresponding to the original PN code se- 
quence, is generated at one of the outputs of either the 
inphase or quadrature detectors 61 and 62, respectively. 
If one phase detector is in close alignment with the 
incoming DS/SS signal then its output will have a very 
high correspondence to the actual chip sequence. The 
minimum signal output from filter 36 results from a 45° 
phase error between the receive signal and the carrier 
pulse train. 

FIG. 9 shows a more detailed logic diagram of the 
integrate and dump filter employed, wherein the re- 
ceive signal is coupled by line 53 to EXCLUSIVE-OR 
gates 121 and 122. The other input of gate 121 is cou- 
pled to line 33 which is the carrier produced by carrier 
frequency divider 32. This clock frequency is also sup- 
plied to one input of EXCLUSIVE-OR gate 120. The 
other input of gate 120 is a frequency pulse train run- 
ning at two times the carrier frequency. In the preferred 
embodiment, this two times carrier frequency compo- 
nent is also supplied by the carrier frequency divider 
circuit. EXCLUSIVE-OR gate 120 functions as quad- 
rature generator 63 of FIGS. 2 and 4. The output of gate 
120 is coupled to the second input of gate 122. Alto- 
gether, gates 120-122 operate in such a manner that the 
DS/SS receive signal appearing at the up/down (U/D) 
input of counter 131 is phase demodulated 90° with 
respect to the DS/SS receive signal input to the U/D 
input of counter of 130. In practice, counters 130 and 
131 may comprise any ordinary commercially-available 
up/down counter. Counters 130 and 131 are clocked by 
clock signal CLKO which runs at eight times the car- 
rier frequency and originates from the crystal resonator 
circuit. Thus, the counters count up or down at eight 
times the frequency of the carrier clock input. Their 
function is simply to accumulate the number of high or 
low pulses within a single chip duration. 
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Output 41 from data recovery unit 38 is used to sam- 
ple the current sign of counters 130 and 131 and also to 
reset the counters. For instance, when a sampling pulse 
arrives to the reset pins of counters 130 and 131 on line 
141, the state of those counters is sampled on line 142 5 
and 143, respectively. If the counter has counted further 
up than down, then a "1" would be produced at the 
output of the counter, whereas if the opposite were true 
then a "0" would be produced. After resetting, the 
entire counting procedure begins over again. 10 

The sampled output on line 142 is input to AND gate 
133. The other input of AND gate 133 is coupled to the 
output of invertor 139 via line 141. The output of AND 
gate 133 is coupled to the input of OR gate 134. The 
other input to OR gate 134 is the output of AND gate 15 
132. AND gate 132 has as its inputs the Q output of D 
flip-flop 145 and line 41. Line 41 is also input to invertor 
139. AND/OR gates 135-137 and D flop-flop 144 are 
arranged in a manner as described above with respect to 
counter output line 143. This arrangement stores the 20 
state of lines 142 and 143 in D flip-flop 145 and 144, 
respectively, each time line 41 is asserted. 

Referring now to FIGS. 2 and 4, the outputs of inte- 
grate and dump detectors 61 and 62 are coupled to 
correlators 78 and 79 along lines 66 and 67, respectively. 25 
Each correlator comprises a 63-bit linear shift register; 
each bit position corresponding to a single chip in the 
pseudonoise sequence. In operation, the shift register 
receives the input pseudonoise signal and correlates it 
with all possible code positions of the local pseudonoise 30 
code replica. The replica is implemented in the pre- 
ferred embodiment of FIG. 4 by connecting each regis- 
ter of linear shift register 78 to a common summing 
node (e.g.» 71); either through a resistor, such as 68, or 
through the series combination of an invertor and a 35 
resistor (e.g., elements 69 and 70, respectively). Sum- 
ming node 71 is coupled to acquisition window voltage 
comparator 73, track window voltage comparator 74, 
data value voltage comparator 108 and difference volt- 
age comparator 77. In a similar fashion, summing node 40 
72 of shift register 79 is coupled to comparators 75, 76, 
77 and 108. 

The correlation operation is performed in parallel, 
and as such, the corresponding correlator outputs all 
pertain to the identical observation of received signal 45 
plus noise. The correct pseudonoise alignment is de- 
tected when a local code phase position produces a 
maximum detector output which exits the window de- 
fined by V n ji and Vrej* of voltage comparator 74. 
(Alternatively, correct PN code alignment could occur 50 
in shift register 79, in which case maximum outputs 
would be sensed by comparator 76). In like manner, 
comparators 73 and 75 produce outputs, using a nar- 
rower reference window, to sense and correct chip 
position drift 55 

The acquisition/decoding procedure of the present 
invention clearly has the advantage that a definite deci- 
sion will be made after only a single examination of all 
code phase positions, or a single search through the 
entire code. Thus, multiple examination of each code 60 
phase position or multiple searches through the code 
are avoided with this procedure. 

FIG. 5 illustrates the autocorrelation function (R(t)) 
for a given chip sequence of 63 bits in length. A positive 
autocorrelation of + 1 corresponds to exact alignment 65 
of the demodulated DS/SS signal with the replica 
pseudonoise code, eg., the data bit is a "1", while a 
negative autocorrelation of — 1 corresponds to a replica 



pseudonoise code that is in exact alignment with an 
inverted demodulated DS/SS signal, i.e., the data bit is 
zero. 

Before the arrival of the 63rd chip in the received 
sequence, the outputs of voltage comparators 73 and 74, 
respectively, will produce a voltage corresponding to 
an autocorrelation function which is on the order of 
l/63rd in magnitude. Upon the arrival of the 63rd chip 
(assuming that we have a sufficiently high signal to 
noise ratio) the autocorrelation function will either rise 
or fall dramatically— indicating the presence of a "1" or 
"0" data bit. Correlation is detected by comparators 
73-76. 

As should be evident from the foregoing discussion, 
the correlator of FIG. 4 is analog in nature. Alterna- 
tively, other forms of correlation might be utilized with- 
out departing from the spirit or scope of the present 
invention. By way of example, a digital comparator 
employing a Wallace-tree structure might be used in- 
stead of the analog summation and voltage comparators 
shown in FIG. 4. 

Voltage comparator 108 uses a reference' voltage 
Vre/o to establish a threshold at approximately the mid- 
point (50% of the available voltage swing) of the corre- 
lation function. This voltage comparator detects the 
logic value of the signal. For example, when the posi- 
tive threshold is exceeded, voltage comparator 108 
produces a logic "1" on line 109. 

If either 74 or 76 window is exceeded, data recovery 
unit 38 supplies a reset signal along line 57 to pseudo- 
noise generator 39 resetting the chip sequence period. A 
reset signal is also provided on line 46 to reset divider 
30. This provides a means for data recovery unit 38 to 
be synchronized with the incoming code so as to be able 
to anticipate when the next bit will arrive. 

After two consecutive thresholds are exceeded for 
consecutive chip sequence cycles, the output from volt- 
age comparators 74 or 76, is sampled to determine the 
level of the correlation function. Data recovery unit 38 
simply counts through the 63 chips of the PN sequence. 
After the final chip, the correlator output is sampled to 
test the received correlation magnitude. If, at any time, 
eight consecutive triggers of the PN generator fail to 
produce a correlation, then state machine logic within 
the data recovery unit will conclude that the receive 
signal has been lost. At that point, the transceiver will 
again require two consecutive thresholds to be ex- 
ceeded before data recovery can begin anew. The volt- 
age threshold of comparators 74 and 76 is determined 
by V«/i and V„y^. Typically, this threshold value is set 
close to i of the maximum magnitude zero, (e.g., 
±1/63). It should be noted that the choice of the num- 
ber of consecutive successful chip sequences required to 
declare a capture condition, and the number of failures 
before declaring the signal lost, is determined by the 
optimum false-alarm rate to failure-to-receive rate ratio 
for the specific application. 

Referring now to FIG. 10, a state diagram of the 
system lock for the receiver employed, in the present 
invention is shown. Prior to the acquisition of a trans- 
mitted DS/SS signal, the logic of data recovery unit 38 
resides in state 0000. State 0000, as shown in the dia- 
gram, corresponds to the situation in which no initial bit 
has been received and no message presence confirmed. 

The receiver will remain in state 0000 until a bit of 
data is detected by the correlators. When an initial bit 
has been detected, the chip counter and pseudonoise 
shift registers are reset by data recovery unit 38 along 
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lines 46 and 57, respectively. With the detection of an 
initial bit, the system transitions to new state 0001. The 
system will remain in this state until a final chip has been 
detected. If a final chip is detected with no bit present 
the system returns to state 0000. When a bit is present 
and a final chip is detected the system transitions to state 
1001 where it again waits for another chip to occur. 
Once an initial bit has been detected and a final chip is 
received from PN generator 39 along line 58 the mes- 
sage presence is confirmed in state 1001 and a lock is 
declared. The system will remain locked unless eight 
consecutive chip periods pass in which no bit has been 
detected. This is shown by states 1001 through 1111. 
The system transitions, for example, between states 
1001 and 0101 when a final chip is received and no bit is 
detected to be present. If at any time, a final chip of the 
spread spectrum sequence is received along with a bit 
present then the system returns to state 1001 to confirm 
the message presence. If the system is in state 1111 and 
a final chip is received with no bit present, then the 
system returns to state 0000. By returning to state 0000 
the system is declaring that the received signal has been 
lost. 

After a lock has been declared, the absolute magni- 
- tude of the quadrature and in-phase channel compo- 
nents is compared, and the carrier counter incremented 
or decremented as appropriate. The carrier counter is 
advanced or retarded using line 35 which couples the 
data recovery unit 38 to divider 32. Voltage comparator 
77 is used to sense the relative difference in strength 
between the voltages appearing on summing nodes 71 
and 72. The outputs of comparator 77 produces a deci- 
sion signal on line 59 within data recovery unit 38. This 
decision signal is used to define which branch of the 
correlator has the 'stronger signal. Thus, correlator 37 
and data recovery unit 38 function to correct for slight 
deviations in the frequency between the received 
DS/SS signal and the locally generated carrier. More- 
over, the correlator outputs (74 or 76) are tested one 
chip early and one chip late. If either threshold is ex- 
ceeded, the chip counter is advanced or retarded by a 
quarter of a chip, e.g., one carrier pulse, as appropriate. 
The chip frequency divider is advanced or retarded by 
track logic and data recovery unit 38 through the sig- 
nals carried by line 46. (Line 46 is also used to reset chip 45 
frequency divider 30 after an initial bit is detected.) 

Consider, by way of example, a situation in which the 
inphase path is producing a larger signal than the quad- 
rature path. Data recovery unit 38 will send a signal 
along line 35 to the counter of carrier frequency divider 50 
32 to slow the frequency of the carrier pulse train. This 
adjustment, retards both carrier signals, retaining the 
90° separation. If the in-phase signal is consistently 
larger than the quadrature signal, then the counter will 
be advanced. The additional pulses are provided by 
clock generator 24 which is operating at a frequency 8 
times that of the carrier. This technique of adding and 
subtracting pulses maintains alignment of the received 
DS/SS signal and the locally generated carrier within 
the phase region 0*-90* (or alternatively, 180*-270°). In 60 
any event, synchronous operation of the correlation 
detector of the present invention requires little correc- 
tion since phase drift between the incoming carrier and 
the receiver's local generator 32 over a correlation 
interval is only a small fraction of a radian due to the use 65 
of identical crystal oscillators. 

Referring now to FIG. 11, a block diagram of the 
track logic and data recovery circuit unit 38 is shown. 
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Unit 38 comprises message capture logic circuitry 125 
which receives "bit present" inputs 54 and 55 from 
correlators 78 and 79, respectively. Logic unit 125 also 
receives the final chip and mid-count strobe from PN 
generator 39 along line 58, and is strobed at the chip 
frequency along line 40. When an initial bit is detected, 
unit 125 outputs a signal (i.e., IW) on line 57 to reset PN 
generator 39. 

. Chip track logic unit 128 also receives inputs on lines 
54, 55 and 58 as well as the "lock" output of unit 125 
along line 146. Furthermore, unit 128 receives early 
chip and late chip inputs on lines 131 and 132, respec- 
tively from state decoder 130. These signals are gener- 
ated prior to, and following the final chip, as is shown in 
FIG. 12. When a lock is detected, unit 128 resets the 
chip frequency divider 30 along line 46. Line 42 is used 
to either advance or retard the chip counter frequency 
by a quarter of a chip as appropriate. Logically, the 
operations of unit 128 can be written in boolean form as 

follo ws: 

If (T7R» Wt IW>-»Reset Divider and PN Generator 
If (T/R«Flag»Lock«Early Chip#TW)— Advance 

Co unter , Set Flag 
If *(T/R« Flag* LOCK.Late Chip«TW)— Retard 
Counter, Set Flag Else Chip Frequency Divider 
and PN Generator Count Normally 
Where "T/R" represents the transmit/receive signal 
of line 17, "TW" is the track chip present signal pro- 
duced by ORing lines 54 and 55, and "Flag" in an inter- 
nal signal used to prevent ambiguous decode when the 
counter state is modified. (If a mid-chip is detected then 
"Flag " is reset to zero). 

Data recover logic unit 126 receives as inputs the 
"LOCK" output along line 146, the final chip (FC) 
along line 58 and the data value (VAL) on line 109. The 
output of unit 126 is produced along line 148, which is 
input to data output logic unit 127. 

The recovered data is delivered to data line 60 along 
line 36, while line 37 is used to enable/disable driver 18. 
Data recovery logic units 126 and 127 operate as fol- 
lows: 

If (FC VAL)— Set Data FF 
If (FC»VAl)-^Reset Data FF 
If (T7R»LOCK)-+Output Tri-State Enable 
Where "Data FF" represents either of flip-flops 144, 
145. 

Phase sense logic unit 129 receives as inputs the bit 
values generated on lines 50 and 51 from the correlators 
78 and 79, respectively, and also the different signal 
produced on line 59 from comparator 77. Unit 129 
senses which line has the stronger signal and provides 
this information on output line 147 to logic unit 127. 
When the XMIT/RCV signal on line 17 indicates that 
the transceiver is operating in receiver mode, output 
logic unit 127 provides appropriate signals on line 36 
and 35 to tri-state buffer 18. In this way, transmission is 
halted when the transceiver is operating in receive 
mode. 

FIG. 11 also includes carrier frequency divider con- 
trol logic unit 132 which comprises the remainder of 
data recovery unit 38. The output of unit 132 represents 
a phase tracker strobe which is used to either increment 
or decrement the carrier counter as appropriate. Once 
again, the operation of unit 132 is described logically as: 

If (T7K* LOCK* FCm (DIFF© V AL))-»Ad vance 
Counter 

If 07R»LOCK»FC(DIFF© V AL))-*Retard 
Counter 
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Else Carrier Frequency Divider Counts Normal chipi-chip63) to decode the selected spreading se- 
quence. 

III. Discussion of the Embodiment(s) of FIGS. 13-16 Note that m auxiliary counter must be added to pro- 

The transceiver described thus far has a fixed spread- vide the timing for the early-chip, the prompt-chip, the 

ing sequence and a fixed ratio between the chip rate and 5 late-chip and the mid-chip which are used in the acquisi- 

the carrier frequency. However, in many cases it is tion and tracking operations while receiving data. In 

desirable to provide for multiple communications chan- addition, a means of modulating a data stream with the 

nels to further increase the rejection of unwanted inter- selected spreading sequence is required. This means is 

ference and to facilitate greater information flow. provided by the AND-OR networks coupled to the 
To provide for multiple communications channels on 10 inputs of each of the correlation registers chipi-chip63. 

a single transmission medium, selectable carrier fre- In FIG. 13, the output of the in-phase detector 61 

quencies and/or selectable spreading sequences are provided along line 66 is ANDed by gate 149 with 

required. Separating channels by using selectable fre- shift/load signal provided on line 167. The output of 

quencies is commonly referred to as Frequency Divi- AND gate 149 is coupled to one input of 2-input OR 

sion Multiple Access (FDMA). Separating channels 15 gate 151. The other input of gate 151 is coupled to the 

using selectable spreading sequences is commonly re- output of AND gate 150. AND gate 150 has as its inputs 

ferred to as Code Division Multiple Access (CDMA). the output of new register loc ation code chipi, provided 

Ordinarily, the number of channels available using on line 16$, and the shift/load signal by inverter 152. 

FDMA techniques is limited by the available band- The output of OR gate 151 is shifted into the correlation 

width. Similarly, the number of channels available using 20 register at location chip]. In like manner, AND gates 

CDMA techniques is limited by the need to select a set 153 and 154 and OR gate 155 provide the input to corre- 

of spreading sequences having a high level of orthogo- lation register location chip2. Similarly, the AND-OR 

nality (such as Gold codes) from a finite number of network comprising gates 156, 157 and 158 provide the 

codes available. Utilizing both forms of multiplexing input' to the last register location in the chip sequence 

provides a number of channels equal to the number of 25 (e.g. chip63>- 

channels provided by the FDMA technique multiplied By providing the AND-OR logic to load a given 
by the number provided by the CDMA technique. correlation register with the contents of the associated 
With reference to FIG. 13, there is shown an im- new register as each data bit becomes available, the 
proved correlator which provides a means for modify- selected sequence may be shifted sequentially through 
ing the psuedonoise chip sequence. The improved cor- 30 the correlation register and applied to the bit of the data 
relator of FIG. 13 is similar to correlator 78 of FIG. 4, stream for transmission. It is appreciated that the load- 
except that a new register is included along with addi- ing operation must by synchronized with the data 
tional supporting logic. The new shift register is illus- stream in order for this to occur. This requires that the 
trated as having register locations labeled "code chipf \ controller be synchronous with the transmitter or that a 
"code chip2,". . . "code chip63". Each of the register 35 FIFO (or its equivalent) be used to allow synchronous 
locations is coupled to shift enable line 165. The code buffering of the data. 

sequence data enters the register along line 166 coupled As a part of the new register, which is required to 

to register location code chip]. From there the code specify the selected spreading sequence, two additional 

sequence data proceeds serially through the register bits are select among a set of frequencies to provide 

along lines 168, 169, and so on. 40 additional channel capacity. These additional two bits 

The new register defines the weighting value (1 or 6) are shown in FIG. 4 as cells 177 and 178. This aspect of 

to be associated with each stage of the correlation regis- the invention will be discussed in more detail below, 

ter and is preferably implemented as a shift register FIG. 14 illustrates a functional block diagram of the 

accessible to the neuron-or other controller. Each stage carrier and chip counters needed to provide for multiple 

of the new register is combined with the corresponding' 45 frequency operations. Two divider chains divide the 

stage of the correlation register (having register loca- system clock, provided on line 25 by clock generator 

tions labeled chip], chip2, . . . chip63) via an exclusive- circuit 24, and generate the waveforms and timing re- 

OR (XOR) gate, as shown in FIG. 13. quired. The first divider chain is used to drive carrier 

By way of example, the output of register location frequencies and comprises modulo dividers 171-175, 
code chipi, provided on line 168, is coupled to one input 50 multiplexor (MUX) 176 and modulo-2 divider 180. The 
of 2-input XOR gate 161. .The other input of XOR gate first stage of this chain (which is common to both the 
161 is coupled to correlation register location chipi. carrier generator chain and the chip timing chain) com- 
The output of XOR gate 161 is coupled through resistor prises 3-modulo stage 171 and modulo dividers 172-175. 
168 to summing line 71. Summing line 71 functions in The 3-modulo stage 171 provides correction for the 
the identical manner as described in connection with 55 phase precession between the receiver and transmitter 
FIG. 4. That is, the voltages produced along line 71 are carriers. A detailed logic diagram of the currently pre- 
summed to produce a voltage which is then compared, ferred embodiment of the 3-modulo divider employed 
using comparator 73 and 74, to various reference volt- - in the present invention is shown in FIG. 15. 
ages Vnfi — V n ji> For situations in which the particular As each chip is received, the magnitude of the out- 
code sequence employed requires that a given shift 60 puts of the inphase and quadrature channels of the cor- 
register location be inverted, then an exclusive-NOR relation registers are compared and retard or advance 
(XNOR) gate is utilized rather than an XOR gate. For strokes are generated so as to drive the magnitudes 
instance, XNOR gates 162 and 163 are employed at toward equality. The remaining stages allow division 
corresponding correlation registers locations chip2 and ratios of 2, 3, 4 or 6 to be selected by the contents of two 
chip63, respectively in accordance with the chip se- 65 stages of the control register comprising cells 171 and 
quence provided in Appendix 1. Thus, the contents of 178. These bits select which divide ratio is output on 
the new register (i.e., code chipi, code chip63) modifies line 27 from MUX 176. For a 10K baud data rate, the 
the weighting function of the correlation registers (i.e., division ratios of 2, 3, 4 or 6 correspond to carriers of 
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7.5 MHz, 5.04 MHz and 3.78 MHz and 2.52 MHz, re- 
spectively. 

In the chip timing chain which includes divider stages 
181-183, the system clock (provided on line 25 by gen- 
erator 24) is divided by 96 such that the carry-out of this 5 
chain provides the strobe defining the chip edge. This 
strobe is used to shift the sequence generating register 
during transmission. One stage is arranged as a 3- 
modulo (1/2/4 modulo) counter stage (see FIG. 15) to 
provide the necessary time modifications to correct for 10 
timing errors due to the phase precession between the 
transmitting and receiving transmitters. Normal opera- 
tion is as a divide-by-2 stage. 

As each chip is received, the amplitude of the chip in 
an early-chip and a late-chip time position is tested and 15 
a one-clock-interval retard stroke is generated if a re- 
ceived chip is perceived in the late-chip slot, or an ad- 
vance strobe generated if a receive chip is perceived in 
the early-chip slot. The retard strobe inhibits the gener- 
ation of one carry to the succeeding stages of the corre- 2 0 
lator and the advance strobe allows an extra carry to be 
produced. Each strobe causes the timing waveforms to 
be advanced or retarded by one quarter of a chip inter- 
val as appropriate to maintain synchronous operation. 

When in the receive mode, the clock is used to sample 25 
the received signal. The value of each sample (e.g. + 1 
or — 1) is accumulated in the integrate and dump regis- 
ter (either register 145 or register 144 of FIG. 9). The 
sign of the net value of the 96 samples in the register is 
used as the chip value shifted into the correlation regis- 30 
ters: Note that the embodiments of FIGS. 13 and 14 are 
based on a requirement that the use of multiple carrier 
frequencies be possible with a fixed data rate. An alter- 
native approach could be used wherein the spreading 
sequence is transmitted at base band and the data rate is 35 
varied to provide a fixed chip-to-bit ratio while separat- 
ing the signal energy in separate sections of the fre- 
quency spectrum. This would reduce the complexity of 
the circuit since carrier tracking would not be required 
and the quadrature register could be eliminated. A fre- 40 
quency ratio of about 1.5 to 1.0 between adjacent chan- 
nels may provide adequate separation between channels 
of equal power levels. 

FIG. 15 illustrates the currently preferred embodi- 
ment of the 3-modulo (1/2/4 modulo) counter stage 45 
employed in FIG. 14. In the circuit of FIG. 15, the 
Carry In input signal is supplied to modulo-2 divider 
188. The output of divider 188 is supplied on line 187 
labeled OUT. Phase advance and phase retard signals 
are supplied to the "J" inputs of J-K flip-flops 194 and 50 
195 as shown (Flip-flop 194 is shown with the label 
"A", while flip-flop 195 is labeled "B"). Various and/or 
logic is utilized such that the output on line 198 is given 
by the equation: 

55 

CarryOut«(X)*CarryIn*OUT(+)B*OUT 

where M A" and "B" represent the non-inverting output 
state of flip-flops 194 and 195, respectively. A state 
diagram of the counter of FIG. 15 is illustrated in FIG. 60 
16. In FIG. 16, individual states are denoted by the 
output states of flip-flops 194 and 195 (written as "AB" 
where A and B represent flop-flops 194 and 195, respec- 
tively). 

Thus, a transceiver employing direct sequence spread 65 
spectrum communications techniques has been de- 
scribed. 

What is claimed is: 



1. An integrated circuit for transmitting and receiving 
digital information across various communications 
media comprising: 

a frequency means, for generating a reference fre- 
quency; 

transmitter means for locking a digital bit stream, a 
carrier signal and a pseudonoise chip sequence to 
produce a direct sequence spread spectrum signal 
for transmission to another integrated circuit; 

said transmitter means including a circuit means for 
modifying said pseudonoise chip sequence to pro- 
vide selectable carrier frequencies for multiple 
communications channels on a single transmission 
medium; 

receiver means for acquiring and decoding a previ- 
ously transmitted direct sequence spread spectrum 
signal using a local carrier signal and a local 
pseudonoise chip sequence to recover said digital 
bit stream; 

wherein said carrier signal and said pseudonoise chip 
sequence- are substantially identical to said local 
carrier signal and said local pseudonoise chip se- 
quence, respectively, and each are- derived from, 
and integral multiples of, said reference frequency. 

2. The integrated circuit of claim 1 wherein said re- 
ceiver further comprises an integrate and dump filter 
for demodulating said carrier signal from said direct 
sequence spread spectrum signal. 

3. The integrated circuit of claim 2 wherein said cir- 
cuit means comprises a means for modulating said digi- 
tal bit stream with a selected chip sequence. 

4. The integrated circuit of claim 3 further compris- 
ing a correlator means for correlating said demodulated 
direct sequence spread spectrum signal with all possible 
code positions of said local pseudonoise chip sequence 
to recover said digital bit stream. 

5. The integrated circuit of claim 4 wherein said cor- 
relator means comprises at least one linear shift register. 

6. The integrated circuit of claim 5 wherein said mod- 
ulation means comprises: 

a first register containing said selected chip sequence; 
and 

logic means for loading said selected chip sequence 
from said first register to said at least one linear 
shift register such that as each data bit becomes 
available, said selected chip sequence is shifted 
sequentially through said at least one linear shift 
register and applied to the bit of said digital data 
stream for transmission. 

7. The integrated circuit of claim 6 further compris- 
ing phase adjustment means for detecting and correct- 
ing phase errors between said direct sequence spread 
spectrum signal and said local carrier signal. 

8. A transceiver for transmitting and receiving digital 
information across various communications media com- 
prising: 

a frequency means for generating a frequency; 

transmitter means for locking a digital bit stream, a 
carrier signal and a pseudonoise chip sequence to 
produce a direct sequence spread, spectrum signal 
for transmission to another transceiver, 

said transmitter means including the circuit means for 
generating selectable carrier frequencies to provide 
for multiple communications channels on a single 
transmission medium; 

receiver means for acquiring and decoding a previ- 
ously transmitted direct sequence spread spectrum 
signal using a local carrier signal and local pseudo- 
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noise chip sequence to recover said digital bit 
stream; 

wherein said carrier signal and said pseudonoise chip 
sequence are substantially identical to said local 5 
carrier signal and said local pseudonoise chip se- 
quence, respectively, and each are derived, and 
integral multiples, of said reference frequency. 
9. The transceiver of claim 8 wherein said receiver 
means further comprises an integrate and dump filter 
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for demodulating said carrier signal from said direct 
sequence spread spectrum signal. 

10. The transceiver of claim 8 wherein said circuit 
means includes a means for providing correction for the 
phase precession between said carrier signal and said 
local carrier signal. 

11. The transceiver of claim 10 further comprising a 
correlator means for correlating said demodulated di- 
rect sequence spread spectrum signal with all possible 
code positions of said local pseudonoise chip sequence 
to recover said digital bit stream. 
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